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1 Role Administration Tool

Der Zweck des Tools ist es, die Administration des Rollenmanagements zu erleichtern. Beispielsweise
um die Rollenzuordnung zwischen einem Benutzer und einer OPC-UA-Anwendung durchzufiihren. Das
Tool wurde mit Java JDK 8 (einfache Swing-Komponenten, Netbeans IDE 8.2) und Apache DS-Server als
Backend fiir die Datenspeicherung und -verteilung entwickelt.

Primare Funktionalitat des Tools:

e Eine Rollenliste kann erstellt werden. Im Demonstrator werden die in der neuen Version (1.04)
der IEC 62541 OPC UA Spezifikation angegebenen Rollen verwendet. Jede Rolle hat einen
Namen und eine Beschreibung.

e Eine Benutzerliste kann erstellt werden. Jeder Benutzer hat einen Namen, eine
Mitarbeiternummer, ein sicheres ldentitatszertifikat, welches lokal oder auf einer Smartcard
generiert und gespeichert ist.

e Firjeden Benutzer und jede Rolle kann es eine Rollenzuordnung geben, jede Rollenzuordnung
verbindet einen Benutzer mit einer Rolle fir eine bestimmte OPC-UA-Anwendung.

e Fir jedes der oben genannten Features kann ein neuer Eintrag erstellt, ein bestehender
Eintrag gedndert oder geldscht werden.

Die Werkzeugoberflaichen werden Schritt fiir Schritt wie folgt dargestellt:

|%) Role Administration Tool = X

ROLE ADMINISTRATION TOOL

() Role List
() User List

() Role Assignment

Abbildung 1: Startbildschirm
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) Role Administration Tool

The Role is allowed to change the non-security related configuration settings.

The Role has very limited access for use when a Session has anonymous cre
The Role is allowed to browse, read live data, read historical data/events orsubsul
The Role has limited access for use when a Session has valid

The Role is allowed to change security related settings.

Abbildung 2: Liste der Rollen

ed b change the non-security related configuration settings.

SecurityAdmin The Rolo is allowed to change security related seftings.

Abbildung 3: Liste der Rollen: Untermendi

I
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(£ Role Administration Tool

Role is allowed to change the non-security related configuration settings.
The Role has very limited access for use when edenti
The Role is allowed

The Role has limited

The Role is allowed

The Role is allowed to

Abbildung 4: Liste der Rollen: Eintrag hinzufiigen

%) Role Administration Tool

CN=Test_User2, OU=IT Security, O=InIT, L=Lemgo, ST=NRW, C=DE

CN=Test_User, OU=IT Security, O=InIT, L=Lemgo, ST=NRW, C=DE

Abbildung 5: Liste der Benutzer: Untermenti
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test3d34.csr
test3434.der
User_KeyStore jks

Abbildung 6: Benutzer hinzufiigen

Abbildung 7: Benutzereintrag bearbeiten

I
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Role Administration Tool - o X

I

rmypi:OPCUA:'SampleConsoleServer_Demo  Admin 7

Abbildung 8: Rollenzuordnung

CN=Test_User2, OU=IT Security, O=InIT, L=Lemgo, $’
CN=Test_User, OU=IT Security,

vSampleConsoleServer_Demo

Abbildung 9: Rollenzuordnung: Benutzer auswdhlen



CN=Test, OU=Test, O=Test, L=Test, ST=Test, C=Test
CN=Test_User, OU=IT Security, O=InIT, L=Lemgo, ST:

\:SampleConsoleServer_Demo

R

—

Abbildung 10: Rollenzuordnung: Ausgewdhlter Benutzer

The Role is allowed to change the non-security related configuration
The Role has very limited access for use when a Session has ano
The Role is allowed to browse, read live data, read historical data/eve
The Role has limited access for use when a Session has valid no
The Role is allowed to browse, read live data, read historical data/
The Role is allowed to browse, read live data, read historical data
The Role is allowed to change security related settings.

Abbildung 11: Rollenzuordnung: Ausgewdbhlte Rolle
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93837_152.pem 151333_45270.pem
93837_2184.pem 151333_51678.pem
93837_13802.pem UserAC.pem
151333_1073.pem

151333_20347.pem

151333_39086.pem

Abbildung 12: Rollenzuordnung: Attribute-Zertifikat Auswahl/

The Role is allowed to change the nol

The Role has very limited access for us

The Role is allowed to browse, read |i

The Role has limited access for use

The Role is allowed to browse, read |i
The Role is allowed to browse, read |i

The Role is allowed to change security

20190607102856

—_

Abbildung 13: Rollenzuordnung: Neues Attribut-Zertifikat erstellen
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ROLE ADMINISTRATION TOOL

UserPKC SNo | UserPKC Issuer | OPC UA appURI Role Nan
CN=Sub_CA2 urn:raspberrypi:OPCUA'SampleConsoleServer_Demo  Admin
E% = X
Modify Assignment MODIFY ROLE ASSIGNMENT
” Enter the valug
@ Role Name
Ad
o User PKC S.No 93837
L‘ User PKC Issuer Name CN=Sub_CA2
OPC UA Application URI \SampleConsoleServer_Demo
Role Name Admin
2 ) Choose | 1]
AC File Location
() New AC | i
| Reset | Submit

Abbildung 14: Rollenzuordnung bearbeiten

1.1  OPC UA lllustration

Die Benutzeroberflaichen der OPC UA Client Applikation sind unten dargestellt. Eine Ul wird zu den
Lese-/Schreibwerten an den OPC UA Server gezeigt, der die Daten vom DE 43 Sensor sammelt. Die
Tabelle zeigt die Zugriffsebenen-Konfigurationen fir 4 verschiedene Knoten, die fir 3 verschiedene
Rollen konfiguriert sind: Anonymous, Operator und Observer.

Server Node Node AccessLevel Role/ User
AccesslLevel
Sensor Location READ_WRITE Anonymous - NONE

Operator - READ_WRITE

Observer — READ_ONLY

Pressure Channell READ_ONLY Anonymous - NONE

Operator - READ_ONLY

Observer - READ_ONLY

Pressure Channel2 READ_ONLY Anonymous - NONE

Operator - READ_ONLY

Observer - READ_ONLY

Temperature READ_ONLY Anonymous - NONE

Operator - READ_ONLY

Observer - READ_ONLY

10




DE 43

Sensor Location

UseridentityTokenType

User Activated

Pressure Channel1

Temperature

I

Abbildung 15: Hauptbildschirm

&

DE 43

User Activat

Pressure Cl

Pressure Channel2

Temperature

Abbildung 16: None Mode/ Read Access
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DE 43
Warming
0 | status Coce: User does nothave P
Operation Type: [Rexo O]
(Conneat |

—— 00
——

e

Pressure Channel1

Temperature

Abbildung 17: Zugriff verweigert, Benutzer hat nicht die benditgten Berechtigungen fiir: Sensor Location

DE 43

v

mowes
]
o
—
— 02020
———

Abbildung 18: Zugriff verweigert, Benutzer hat nicht die benéitgten Berechtigungen fiir: Sensor Values

I
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Operation Type: [wRiTE v
B
Sensor Locaton

| Write Value X ]

Abbildung 19: None Mode - Schreibzugriff

DE 43

UserdenttyTokenType

User Activated

—

Temperature

Abbildung 20: None mode — Zugriff verweigert

I
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Abbildung 21: Sign/Encrypt Modus und Lesezugriff

)

DE 43

Abbildung 22: Sign/Encrypt Modus und Schreibzugriff

I
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sensortocaron  RGRENI
UsensensTorenyoe  FEGHGRMTORAIIII
UserAchates Tetue

Pressure Channel1

Pressure Channel2

Temperature

Abbildung 23: Sign/ Encrypt Modus und Schreibzugriff mit Status Code (READ ONLY)

& - X

DE 43

Sensor Location

UseridenttyTokenType

User Actvated

Temperature

Abbildung 24: Sign/ Encrypt Modus und Schreibzugriff nur fiir Sensor Location

I
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i DE 43

X

| Isuuco«:mm-m«mmmm»mm«l
Lo\

Operation Type: | WRITE =

Abbildung 25: Sign/ Encrypt Modus und Schreibzugriff mit Stauts Code

I
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Die folgenden Abbildungen geben eine kurze Ubersicht zu dem Tool:
< m localhost s, u} =N |
[ ] clientt disconnected  IP: 169.254.241.242
maqtt-broker: 1571759682: New connection from 169.254.241.242 on port 1883. |
maqtt-broker: 1571759678: Client 169.254.241,242 disconnected.
mgqtt-broker: 1571759678: Received DISCONNECT from 169.254.241.242
maqtt-broker: 1571759678: Sending CONNACK to 169.254.241.242 (0, 0)
maqtt-broker: 1571759678: New client connected from 169.254.241.242 as 169.254.241.242 (c1, k60).
mqtt-broker: 1571759678: New connection from 169.254.241.242 on port 1883. ‘
Verbinds
Zufaliig :
Abbildung 26: Verbindungsaufbau
< [is] locaihost . o | ol

@ connected

client1 Nditice 1P: 169.264.241.242

mqtt-broker: 1571759692: Received PUBLISH from 169.254.241.242 (d0, O, r0, m0, 'Messwert', ... (1 bytes))
maqtt-broker: 1571759686: Sending CONNACK to 169.254.241.242 (0, 0)

mqtt-broker: 1571759686: New client connected from 169.254.241.242 as 169.254.241.242 (c1, k60)
maqtt-broker: 1571759685: New connection from 169.254.241.242 on port 1883.

mqtt-broker: 1571759682: Client 169.254.241.242 disconnected,

mqtt-broker: 1571759682: Received DISCONNECT from 169.254.241.242

mqtt-broker: 1571759682: Sending CONNACK to 169.254.241.242 (0, 0)

maqtt-broker: 1571759682: New client connected from 169.254.241.242 as 169.254.241.242 (c1, k60)
mqtt-broker: 1571759682: New connection from 169.254.241.242 on port 1883.

maqtt-broker: 1571759678: Client 169.254.241.242 disconnected.

maqtt-broker: 1571759678: Received DISCONNECT from 169.254.241.242

mqtt-broker: 1571759678: Sending CONNACK to 169.254.241.242 (0, 0)

mqtt-broker: 1571759678: New client connected from 169.254.241.242 as 169.254.241.242 (c1, k60)
maqtt-broker: 1571759678: New connection from 169.254.241.242 on port 1883,

[ @ “EsO L

Abbildung 27: unsichere Verbindung
17
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client1 disconnected

1P: 169.264.241.242

Messwert

mqtt-broker:

mqtt-broker:
mqtt-broker:
maqtt-broker:
mqtt-broker:
mqtt-broker:
maqtt-broker:
maqtt-broker:
maqtt-broker:
mqtt-broker:
mqtt-broker:
maqtt-broker:
maqtt-broker:
maqtt-broker:
mqtt-broker:
mqtt-broker:

8 gesendet..

Abbildung 28: sichere Verbindung

: 1571759716
1571759703
1571759703
1571759692
1571759686
1571759686
1571759685
1571759682.
1571759682
1571759682
1571759682
1571759682.
1571759678
1571759678
1571759678
1571759678

localhost a

New connection from 169.254.241.242 on port 8883,

Client 169.254.241.242 disconnected.

Received DISCONNECT from 169.254.241.242

Received PUBLISH from 169.254.241.242 (d0, g0, r0, m0, 'Messwert', ... (1 bytes))

Sending CONNACK to 169.254.241.242 (0, 0)

New client connected from 169.254.241.242 as 169.254.241.242 (c1, k60).

New connection from 169.254.241.242 on port 1883,

Client 169.254.241.242 disconnected.

Received DISCONNECT from 169.254.241.242

Sending CONNACK to 169.254.241.242 (0, 0)

New client connected from 169.254.241.242 as 169.254.241.242 (c1, k60)

New connection from 169.254.241.242 on port 1883,

Client 169.254.241.242 disconnected

Received DISCONNECT from 169.254.241.242

Sending CONNACK to 169.254.241.242 (0, 0)

New client connected from 169.254.241.242 as 169.254.241.242 (c1, k60)
D 254.241.242 on port 1883

localhost 5

Zeige 10 [ Log-Eintrage Suche:
ID * Zeitstempel Datum Log-Eintrag
' 0 1576148593733 12. 12.26—;3 1571759678: New connection from 169.254.241.242 on port 1883,
1 1576148597299 12.12.2019 1571759678: New client connected from 169.254.241.242 as 169.254.241.242 (c1, k60)
2 1576148597306 12.12.2019 1571759678: Sending CONNACK to 169.254.241.242 (0, 0)
3 1576148597311 12.12.2019 1571759678: Received DISCONNECT from 169.254.241.242
4 1576148597315 12.12.2019 1571759678: Client 169.254.241.242 disconnected.
5 1576148597316 12.12.2019 1571759682: New connection from 169.254.241.242 on port 1883,
6 1576148601216 12.12.2019 1571759682: New client connected from 169.254.241.242 as 169.254.241.242 (c1, k60).
7 1576148601226 12.12.2019 1571759682: Sending CONNACK to 169.254.241.242 (0, 0)
8 1576148601230 12.12.2019 1571759682 Received DISCONNECT from 169.254.241.242
9 1576148601234 12.12.2019 1571759682: Client 169.254.241.242 disconnected.

Zeige 1 bis 10 von 27 Log-Eintragen

Abbildung 29: Logfile

[mqtt-broker: 1571759788

maqtt-broker:
maqtt-broker:
mqtt-broker: 1571759757
maqtt-broker: 1571759751:

mqtt-broke

1 1571759777
s 1671789777
1571759777
1571759777

1 1571769751

mqtt-broker: 1571759747

maqtt-broker:
mqtt-broke:
mqtt-broke
maqtt-broker:

1 1571759743
1571759743:
1571759743:
1 1571759735:

1 1571759761
1 1571759757
1 1571759757

Zurick 1 2 3 Weiter

Socket error on client 169.254.241.242, disconnecting.

Sending PINGRESP t0 169.254.241.242

Received PINGREQ from 169.254.241.242

Client 169.254.229.62 disconnected.

Received DISCONNECT from 169.254.229.62

Received PUBLISH from 169.254.229.62 (d0, 0, r0, m0, 'Messwert',
Sending CONNACK to 169.254.229.62 (0, 0)

New client connected from 169.254.229.62 as 169.254.229.62 (c1, k60).
New connection from 169.254.229.62 on port 8883

Client 169.254.229.62 disconnected

Received DISCONNECT from 169.254.229.62

Received PUBLISH from 169.254.229.6: (dC, 0, ¢, MU, " Aessw er , ... (7 bytes))
Sending CONNACK to 169.254.229.62 (| n)

New client connected from 169.254.229.62 as 169.254.229.62 (c1, k60)

New connection from 169.254.229.62 on port 1883.

Received PUBLISH from 169.254.241.242 (d0, O, r0, m0, 'Messwert', ... (2 bytes))

(2 bytes))

18
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<|>Q @0 localhost v =)

| Zage 10 B Loginrige P e —
D * Zeitstempel Datum Log-Eintrag
2 1576148597306 12.12.2019 1571759678: Sending CONNACK to 169.254.241.242 (0, 0)
7 1576148601226 12.12.2019 1571759682: Sending CONNACK to 169.254.241.242 (0, 0)
12 1576148608083 12.12.2019 1571759686: Sending CONNACK to 169.254.241.242 (0, 0)
18 1576148637588 12.12.2019 1571759717: Sending CONNACK to 169.254.241.242 (0, 0)
25 1576148704056 12.12.2019 1571759777: Sending PINGRESP to 169.254.241.242
Zeige 1 bis 5 von 5 Log-Eintrégen (gefiltert aus 27 Log-Eintragen) Zurtick | _j Weiter |

maqtt-broker: 1571759788: Socket error on client 169.254.241.242, disconnecting.

maqtt-broker: 1571759777: Sending PINGRESP to 169.254.241.242

maqtt-broker: 1571759777: Received PINGREQ from 169.254.241.242

mqtt-broker: 1571759777 Client 169.254.229.62 disconnected.

maqtt-broker: 1571759777: Received DISCONNECT from 169.254.229.62

maqtt-broker: 1571759761: Received PUBLISH from 169.254.229.62 (d0, 0, r0, m0, 'Messwert', ... (2 bytes))
maqtt-broker: 1571759757: Sending CONNACK to 169.254.229.62 (0, 0)

mqtt-broker: 1571759757: New client connected from 169.254.229.62 as 169.254.229.62 (c1, k60).
maqtt-broker: 1571759757: New connection from 169.254.229.62 on port 8883.

maqtt-broker: 1571759751: Client 169.254.229.62 disconnected.

mgqtt-broker: 1571759751: Received DISCONNECT from 169.254.229.62

maqtt-broker: 1571759747: Received PUBLISH from 169.254.229.62 (d0, 0, r0, m0, 'Messwert', ... (2 bytes))
mgqtt-broker: 1571759743: Sending CONNACK to 169.254.229.62 (0, 0)

maqtt-broker: 1571759743: New client connected from 169.254.229.62 as 169.254.229.62 (c1, k60).
mqtt-broker: 1571759743: New connection from 169.254.229.62 on port 1883.

maqtt-broker: 1571759735: Received PUBLISH from 169.254.241.242 (d0, 0, r0, m0, 'Messwert', ... (2 bytes))
maqtt-broker: 1571759730: Received PUBLISH from 169.254.241.242 (d0, 0, r0, m0, 'Messwert', ... (2 bytes))
maqtt-broker: 1571759727 Received PUBLISH from 169.254.241.242 (d0, 0, r0, m0, 'Messwert', ... (2 bytes))
mqtt-broker: 1571759725: Received PUBLISH from 169.254.241.242 (d0, q0, r0, m0, 'Messwert', ... (2 bytes))
maqtt-broker: 1571759722: Received PUBLISH from 169.254.241.2¢ 2 (0% 4, ran0, ‘mess v ¥, . . (Zoytes))
mqtt-broker: 1571759717: Sending CONNACK to 169.254.241.242 [0, \\

maqtt-broker: 1571759717: New client connected from 169.254.241.242 as 169.254.241.242 (c1, k60)
maqtt-broker: 1571759716: New connection from 169.254.241.242 on port 8883.

mgqtt-broker: 1571759703: Client 169.254.241.242 disconnected.

Abbildung 30: Suchfunktion
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